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# Risk ____________lLikelihood

1 Staff account compromised via phishing Medium High

2 Ransomware via unpatched device Medium High

3 Invoice fraud — payment to wrong Medium High
account

4 Data loss — no tested backup Low Critical

5 Cyber insurance doesn't match controls  Low Medium

Keep to 10 items or fewer. If a risk is resolved, mark it Closed and leave it in the registei



— Risk Register

Current control Action required mw

MFA on email; phishing training Run quarterly phishing test Owner Open
Auto-updates enabled Confirm router firmware current  IT provider In progress
Phone verification policy in Train new bookkeeper Owner Open
place

Daily backup running Schedule restore test this quarter T provider Open
Policy reviewed 12 months ago Re-review against SMB1001 Owner Open
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